MOT SO BIEN PHAP KY THUAT PE HAN CHE RUI RO AN TOAN
THONG TIN KHI SU DUNG HE PIEU HANH WINDOWS XP SAU
THOT PIEM MICROSOFT NGUNG HO TRQ

(Kém theo céng viin sé 79/VNCERT-KTHT ngay 03/4/2014)

1. Thong tin chung
1.1. Hé diéu hanh Window XP

Hé diéu hanh Windows XP (Windows XP) caa hang Microsoft dugc ra mat
vao ngay 25/10/2001 1a mot dong hé diéu hanh (HPH) danh cho cac may tinh cé
nhan, hd trg bo vi xu ly 32 bit va 64 bit. Pay dugc coi 1a hé diéu hanh duoc sir
dung rat pho bién caa hing Microsoft va ciing la thé hé hé diéu hanh ké tuc cua
ca cac phién ban hé diéu hanh Windows 2000 Professional va Windows Me.
Windows XP ban 32 bit duoc cung cip kém theo géi ciap nhat méi nhat 1a
Service Pack 3(SP3) va Windows XP ban 64 bit dugc cung cap kém theo goi
cap nhat méi nhat 12 Service Pack 2 (SP2), cac goi cap nhat ndy cung cip nhiéu
tinh nang bao mat b sung so véi phién ban Windows XP ban dau.

Hang Microsoft da cong bd chinh thuc s& nging hd trg Windows XP vao
ngay 8/4/2014. Sau thoi diém ndy, cac may tinh dang cai dat Windows XP van
c6 thé tiép tuc sir dung, cap nhat ban va da c6. Tuy nhién hing Microsoft s&
ngung cac dich vu sau:

- Ho tro k¥ thuat cho nguoi sir dung,

- Dich vu ty dong cap nhat (bao gom cac ban véa an toan thong tin) cho
Windows XP,

- Dung cung cap phan mém bao vé an toan théng tin Microsoft Security
Essential danh cho Windows XP (cac may tinh d cai phan mém nay sé& c6 thé
tiép tuc sir dung va cap nhat dit liéu tir Microsoft thém mot thoi gian nira).

1.2. Anh hwéng dén ngudi sir dung khi khong dwoc tiép tuc hd tro

Do con mot sé luong 16n may tinh tai Viét Nam van dang sir dung
Windows XP nén viéc Microsoft chim dat hd tro hé diéu hanh nay s& gay
nhitng anh hudng 16n t6i nguoi st dung, dac biét trong khia canh an toan théng
tin. Pay 1a van dé rat nghiém trong vi tir nim 2008 dén nay, Microsoft ciing da
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tirng phai cung cép trén 600 hudng din, ban va khac nhau dé khic phuc cac 16i
an toan théng tin cho Windows XP.

Tur thuc té do, sau thoi diém trén kha nang tiép tuc phat hién ra cac diém
yéu an toan thdng tin méi caa Windows XP 1a khdng thé loai trir va diéu d6 thé
tao ra cac 16 héng an toan thong tin cho phép tin tic tin céng gay hai, an cip
hodc lam hu hong dir liéu, 1ay nhiém phan mém ma doc hoic tham chi cudp
quyén diéu khién may tinh trai phép. Va Microsoft ciing da canh béo, cac phan
mém anti-virus thong thuong khong du kha ning dé bao dam an toan khi
Windows XP boc 16 diém yéu.

Nhu vay nguoi st dung Windows XP dung trudc hai su lya chon:

a) Nang cap hé diéu hanh: thay thé Windows XP bang cac hé diéu hanh
méi duoc hd tro tot hon (cua hdng Microsoft hodc cac hing khac ké ca hé diéu
hanh ngudn mé da dugc Bo Thdng tin va Truyén thdng khuyén cao). Pay la
phuong an co ban trong dai han nhung doi hoi phai bao dam cac diéu kién: chi
phi dau tr dé mua sdm va cai dat hé diéu hanh, phan mém hé thong, cac ang
dung, thiét bi phan cing cho tuong thich; dao tao va huéng dan sir dung cho moi
truong mai, thoi gian dé thuc hién chuyén doi méi trudng.

b) Tiép tuc sir dung Windows XP: phuong an nay co thé ap dung trong mot
thoi gian hop 1y (tly theo muc dich, hiéu qua sir dung) khi chua c6 du cac diéu
kién thyuc hién phuong an trén. Nguoi st dung phai tang cuong ap dung cac bién
phap bao dam an toan thdng tin va phong chong rai ro. Khong khuyén céo sir
dung bién phap nay trong cac truong hop cd yéu cau bao mat an toan théng tin
cao.

2. Mt s6 bién phap ky thuat can chay

Trudc tinh hinh thuc té nhu trén, Trung tdm VNCERT khuyén céo céc to
chtic, c& nhan maot sé bién phap ky thuat can luu y dé bao dam an toan thong tin
khi nang cap hé diéu hanh hoic tiép tuc sir dung cac may tinh véi Windows XP.

2.1 Bao dam an toan khi nang cap hé diéu hanh

Khi co quan, t6 chic tién hanh nang cap hoic cai dit méi hé diéu hanh dé
thay thé Windows XP can chi y cac bién phap ky thuat sau:

Budc 1: Kiém tra ki cac diéu kién truge khi nang cap

- Kiém tra va bao dam tinh tuong thich ctia cac phan mém hé thdng va cac
g dung dbi vai hé diéu hanh duy kién s& nang cp.



- Kiém tra, bao dam tinh tuong thich va yéu cau téi thiéu cua thiét bi phan
ctring ddi véi hé diéu hanh duy kién s& nang cép.

Tham khao céc thong tin yéu cau téi thiéu vé phan cing cuaa phién ban
Windows 7, Windows 8 tai dia chi Internet:
http://windows.microsoft.com/vi-vn/windows7/products/system-requirements
va http://windows.microsoft.com/vi-vn/windows-8/system-requirements.

Tham khao yéu cau phan cémg ddi voi cac phién ban hé diéu hanh ma
ngudn mé Linux nhu Ubuntu va Fedora tai dia chi Internet:
https://help.ubuntu.com/community/Installation/SystemRequirements va
http://docs.fedoraproject.org/en-US/Fedora/13/html/Virtualization_Guide/
chap-Virtualization-System_requirements.html.

Budgc 2: Thuc hién sao luu du phong truéc khi nang cap (dé bao dam kha
nang khoi phuc khi nang cap that bai)

- Luu lai cac thong tin lién quan dén ban quyén, gidy phép st dung cua hé
diéu hanh va céc ung dung khéc.

- Sao luu du phong bo cai dat hé diéu hanh, céc ban v4, cac phan mém
dang str dung dé str dung khi can thiét.

- Sao luu 6 cing trude khi cai dat, dir liéu nay s& duoc st dung dé bao dam
kha nang khdi phuc lai khi co sy c6 xay ra.

Budc 3: Thuc cai dit hé diéu hanh méi va cac phan mém wng dung

- Thyc hién nang cap hoic cai dat méi hé diéu hanh theo dung hudng dan
ctia nha san Xuat.

- Cai dat cac phan mém hé théng va tng dung (tuong thich) can thiét.

- Khéi phuc lai hé théng thdng qua cac di liéu da duoc sao luu & budc 2
khi viéc nang cap that bai.

Budc 4: Thuc hién cac bién phap bao dam an toan thong tin cho moi truong
mai

- Ap dung céc bién phap va thiét 1ap cac chinh sach bao vé an toan théng
tin cho hé thdng méi duoc cai dit.

- Tao 1ap cac ban sao dir liéu, hé thdng dé hd tro viéc phuc hdi hé théng.

2.2 Bao dam an toan khi tiép tuc sit dung Windows XP

Khi chua c6 diéu kién nang cap hoic cai dat hé diéu hanh méi thay thé
Windows XP, cac to chuc, ca nhan can chi y thuc hién cac bién phap sau:



a. Thuc hién sao luu du phong nhu budc 2 muc 2.1.

b. Thiét 1ap ché do bao dam an toan thdng tin cho hé théng may tinh
Windows XP trong qué trinh str dung van hanh:

- St dung tudng lra duoc tich hop san trén hé diéu hanh, két hop véi tuong
ltra ciia hé théng mang dé quan Iy truy cap tir cac may tinh khac toi may tinh cua
minh va nguoc lai. Viéc thiét 1ap tuong lra phai bao dam yéu cau chi cho phép
cac dich vu dugc phép sir dung mo cong ra bén ngoai, dong toan bd cac cong
dich vu khong can thiét.

- G& bo hoic tat cac dich vu khong dung dén hoic it dung, trong d6 dic
biét cha y cac dich vu cho phép két ndi bén ngoai: Netmeeting Remote Desktop
Sharing, Remote Desktop, Remote Registry, Routing & Remote Access, SSDP
Discovery Service, Universal Plug and Play Device Host, Telnet v.v...

- Trong truong hop bat budc phai két ndi quan tri tir xa, khdng két néi truc
tiép t6i cac dich vu cho phép quan tri hé diéu hanh tir xa nhu dich vu Remote
Desktop. Trong truong hop ngudi sir dung can phai quan tri may tinh tir xa thi
can st dung két ndi gian tiép st dung giao thuc hd trg ma hoa, bao mat nhu
VPN, SSH v.v...

c. Tham khao &p dung giai phap bao dam an toan théng tin cho Windows
XP "VKT Total Security” ctua cong ty Viét Kién Tao.

Giai phap cua cong ty Viét Kién Tao cho phép bao vé may tinh st dung
Windows XP khoi anh hudng cua mé doc va cac su cd khac dan dén mat an toan
théng tin, giai phap nay cung cap c6 ba nhém tinh niang chinh sau:

- VKT Internet Security (VIS): Chong ma do6c x&m nhdp qua dudng
internet.

- VKT Smart Recovery (VSR): Phuc hdi hé thong thong minh.

- VKT User Security (VUS): Bao vé toan ven mét tai khoan ngudi dung.

M6t s6 tinh ning cua giai phap trén da duoc Trung tim VNCERT kiém tra,
danh gia cho thay hoat dong 6n dinh, phi hop dé nang cao tinh ning an toan cho
may tinh sir dung Windows XP. Tham khao thdng tin chi tiét tai dia chi Internet:
http://vkt.com.vn/

d. Str dung cac trinh duyét web nhu Firefox, Mozillar, Chrome hoac
Internet Explorer phién ban méi (con duoc Microsoft hd trg) dé thay thé cho
trinh duyét Internet Explorer di kém theo Windows XP.



e. Str dung céc ng dung khac (con duoc nha san xuat hd tro) thay thé cho
phan mém duyét thu dién tor Outlook Express di kém theo hé diéu hanh
Windows XP. Vi du nhu: Thunder Bird, Office Outlook v.v...

g. Khéng tai (download) va cai dat cic ban va ma khdng rd ngudn géc,
kiém tra tinh todn ven cac ban va truée khi st dung.

2.3 Mt s6 ch y vé cach sir dung an toan hé diéu hanh

a. Thiét 1ap chinh sach dat mat khau an toan cho céc tai khoan ¢ trong hé
théng, c6 thé tham khao huéng dan “Huéng dan dat va sir dung mat khau an
toan” cua Trung tam VNCERT tai dia chi Internet:
http://www.vncert.vn/tainguyen/Huong_dan_su_dung_mat_khau_an_toan.pdf

b. Thiét 1ap tai khoan ngudoi dung vai quyén thap nhat, chi vira du dé phuc
vu cOng viéc theo dtng chic nang, nhiém vu dugc giao. Quan ly va dat mat
khau an toan cho céc tai khoan mic dinh Administrator va Guest. C6 thé v hiéu
hoa tai khoan Guest khi khdng str dung.

c. Khéng sir dung tai khoan c6 quyén quan tri (Administrator) khi khéng
can thiét dé giam kha niang lay nhiém ma doc vao hé thong. Chi sir dung quyén
quan tri khi cai dit, g& bo, ciu hinh thay ddi thdng tin vé hé théng v.v...

d. Bat chirc nang ghi nhat ky hoat dong dé theo ddi va giam sat hoat dong
sau: Account logon events, Account management, Logon events, Object access,
Policy change, Privilege use, System events.

e. VO hiéu hoa chirc ning chia sé tai nguyén mac dinh cho mét sé phan
ving va dich vu bao gom: C$ D$ E$, ADMINS, FAX$, IPC$, NetLogon,
PRINTS.

g. Tat bo cac tinh nang ty dong chay ung dung khi két ndi vai thiét bi luu
trir ngoai (vi du thé nhd ngoai giao tiép qua cong USB) dé giam nguy co 1ay lan
mi doc théng qua viéc sao chép thong tin. Trong trudng hop can thiét ngudi su
dung c6 trinh d6 ki thuat cé thé tao phan vung (partition) riéng dé ghi, luu dit
licu nhung cam chay cé4c tép tin thuc thi trén phan ving nay, bién phap nay sé
cho phép ngan can thyuc thi cac tép tin co chira ma doc.

h. Cai dat va dinh ky cap nhat dir liéu cho phan mém Antivirus va thuong
xuyén sir dung phan mém nay dé kiém tra va phét hién ma doc.

i. Str dung cbng cu “Tcpview.exe” dé kiém tra va phat hién cac két ndi
mang bat thudng tir may tinh ctia minh ra cac dia chi la bén ngoai mang va sir
dung cdng cu “procexp.exe” dé kiém tra céc tién trinh la sinh ra trong khi may



tinh khoi dong hoac khéng s dung. Hai céng cu nay duoc tich hop trong bo
cdng cu “Sysinternals Suite” do hing Microsoft cung cap tai dia chi Internet:
http://technet.microsoft.com/en-us/sysinternals/bb842062.aspx.

k. Tat may tinh, dang xuat khoi hé théng hoic khda man hinh (c6 mat
khau) khi khéng sir dung.

l. Tham khao thém cac bién phap bao mat do hang Microsoft huéng dan tai
dia chi Internet “http://www.microsoft.com/vietnam/support/”.



